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Hierarchical Visual Secret Sharing
Scheme Using Steganography

Biswapati Jana, Amita Samanta and Debasis Giri

Abstract The rapid growth of computer networks and technology constructs a favor-
able environment that can tolerate the multiusers in a hierarchy based. In any orga-
nization the personnel are frequently organized in the form of a hierarchy and there
is the requirement that information is distributed over the hierarchy on a “need-
to-know” basis. In this paper, we propose a new hierarchical visual secret sharing
scheme, where steganographic technique has been used to maintain hierarchy and
detect fake share using weight matrix-based embedding method. In this approach, we
have used a key matrix (K) and a weight matrix (W) to hide critical information (M)
into the share on each level of our proposed scheme. The basic ideas are: (i) to use an
EXclusive-OR operator to protect the key matrix (K) and (ii) to use a weight matrix
(W) to increase the data hiding rate while maintaining high quality of the share image
in each level in hierarchy of the scheme. The share generator or Trusted Authority
(TA) generates weight matrix W; for share S; and each level modifies weight matrix
Wi41 using the formula W1 = (W; x Smod 8) + 1 wherei = 0,1,2,...,n to
keep track of level and maintain the hierarchical structure in proposed scheme. The
experimental results are demonstrated and tested using Peak Signal-to-Noise Ratio
(PSNR) value and relative entropy. It shows that our scheme is superior in terms of
PSNR compared to existing schemes.

Keywords Visual cryptography - Visual secret sharing - Extended visual secret
sharing + Hierarchical visual secret sharing - Steganography - Weight matrix

B. Jana () - A. Samanta
Department of Computer Science, Vidyasagar University, West Bengal 721102, India
e-mail: biswapati.jana@mail.vidyasagar.ac.in

A. Samanta
e-mail: amitasamantal @ gmail.com

D. Giri

Department of Computer Science and Engineering, Haldia Institute of Technology, Haldia
721657, India

e-mail: debasis_giri @hotmail.com

© Springer India 2015 363
R.N. Mohapatra et al. (eds.), Mathematics and Computing,

Springer Proceedings in Mathematics & Statistics 139,

DOI 10.1007/978-81-322-2452-5_25



364 B. Jana et al.

1 Introduction

Visual Cryptography (VC) is one kind of Visual Secret Sharing (VSS), introduced
by Naor and Shamir [1] in 1994. In VC, a secret image is encrypted into several
shares which is completely unrecognizable. While the shares are separate, the secret
image is completely incoherent. Each share holds different pieces of image and
the secret image comes out only by stacking a sufficient number of shares together
[2]. VC eliminates complex mathematical computation to recover the secret. The
encrypted message can be decrypted directly by the Human Visual System (HVS).
In (k, n) basic model of VC any k shares will decode the secret image out of n shares
which reduces security level. Any subset of k or more qualified shares can decrypt
the secret image but no information can be obtained by stacking lesser number of
qualified shares or by stacking disqualified shares. Chen et al. [3] pointed out that
cheating is possible in (k, n) VC when k < n. There are two types of cheaters in
VC. One is a malicious participant (MP) who is also a legitimate participant, namely
MP € P (Qualified participant), uses his original share to create a Fake Share (FS)
to cheat the other qualified participant and the other is a malicious outsider (MO),
where MO ¢ P, will create FS by using some random images as input to decode the
original image. The MO will try to create FS of different sizes because the size of the
original share may vary. Cheating may also happen in Extended Visual Cryptographic
Schemes (EVCS) by MP.

In this paper, we proposed Hierarchical Visual Secret Sharing (HVSS) scheme
to protect secret in any hierarchical organizational environment then we propose a
Steganographic approach to prevent cheating by detecting FS in HVSS and then
revealed secret image from original share by simple stacking the valid shares. We
have used a secret key K and a weight matrix W to hide critical information M
into the share on each level of hierarchical secret sharing scheme. Here we consider
the share generator as the Trusted Authority (TA). When any share holder wants to
know whether a share is original or not, he sends a request to the trusted authority
(TA) to check both the shares. Then TA extracts the embedding message from both
shares. If TA retrieves the original embedded message from any share, the share will
be acceptable, otherwise it will be rejected.

The rest of the paper is organized as follows. Section?2 reviews some required
primitives including related work. Overview of Visual Secret Sharing (VSS) is dis-
cussed in Sect.3. Data hiding techniques are discussed in Sect.4. Our proposed
method is discussed in Sect.5. Performance evaluation and security analysis of the
proposed scheme are presented in Sect.6. Finally, some conclusions are given in
Sect. 7.
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2 Related Work

The main principle of VC was first introduced by Naor and Shamir [1]. In 1996,
Ateniese et al. [4] proposed an elegant VC scheme for general access structures based
on the cumulative array method. In 1997, Naor and Pinkas [5] showed some methods
of authentication and identification for VC. Their scenario focuses on authentication
and identification between two participants. In 1999, Yang and Laih [6] presented two
cheating prevention VC schemes to break the misleading secrets forged by dishonest
participants. The first method generates an additional verification share to check the
validity of each share, where the verification share should be hold by the trusted
authority (TA) to verify the validity of each share. The second method transforms
a conventional VC scheme to another cheating prevention VC scheme with greater
pixel expansion in each generated shares. The stacking of any two shares reveals the
verification image which can be inspected by user to check the validity of the shares.
In 2002, Hu and Tzeng [7] proposed a new definition for VC, in which the secret
image can be either darker or lighter than the background. In 2006, Horng et al. [8]
proposed a cheating method against some VC schemes. In their cheating method,
the cheater needs to know the exact distribution of black and white subpixels of the
shares of honest participants. They demonstrated a process of collusive cheating by
n + 1 participants to the other user in (2, n) VC schemes, and presented two simple
possible solutions to address the problem. The first method generates a dedicated
verification share to each participant which can be applied to investigate the genuine
of the shares gathered from other participants. The second one uses a (2,n + 1) VC
scheme instead of (2, n) scheme in a 2-out-of-n coding instance, that frustrates the
malicious user in predicting the structure of the transparencies possessed by other
participants. In 2007, Hu and Tzeng [9] presented three robust methods to improve
the weaknesses of previously cheating prevention VC schemes, two for conventional
VC and another for extended VC. However, like the previous cheating prevention
VC schemes in [8, 9], additional verification share or greater pixel expansion is
required to endow the ability about resisting cheating against malicious participants.
In 2011, Chen et al. [3, 10] proposed another cheating prevention method where the
method can divide the cheating prevention schemes into two classes. One is based
on share authentication where another share (transparency) is used to authenticate
other shares (transparencies) and the other is based on blind authentication where
some property of the image is used to authenticate the reconstructed secret image.
In 2007, Tassa [11, 12] proposed a new secret sharing scheme based on Birkhoff
interpolation to deal with hierarchical threshold access structures. However, unlike
Shamir’s secret sharing scheme, Tassa’s scheme is not able to use all potentials
of underlying polynomial to share multiple secrets. Using Tassa’s scheme to share
more than g secrets makes it possible for some nonauthorized subset of participants
to recover some of the secrets. In 2012, Guo et al. [13] proposed a Hierarchical
Threshold Secret Image Sharing (HTSIS) based on Steganography and Birkhoff
interpolation. In this technique nonauthorized participants are able to recover the
secret image. To overcome this weakness, Nasrollah et al. [14] proposed a secret
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image sharing scheme with a hierarchical threshold access structure using cellular
automata and Birkhoff interpolation. In their technique participants are able to detect
tampering of the recovered secret image. A data hiding scheme for binary images has
been proposed by Tseng et al. [15]. In 2013, Fan et al. [16] proposed an improved
efficient data hiding scheme for gray scale images using weight matrix. Here, we
propose Hierarchical Visual Secret Sharing scheme that provides cheating prevention
in hierarchical structure using a weight matrix and a key matrix.

3 Visual Secret Sharing

In Visual Secret Sharing (VSS), the shares are presented into transparencies. After
taking the Secret Image (SI), the transparencies are generated; each white and black
pixel of SIis handled separately. The structure appears as a collection of m black and
white subpixels in each of the n transparencies. So one pixel of the SI corresponds to
n x m subpixels, denoted by an n x m Boolean matrix, called as base matrix (B), such
that B;; = 1 if and only if the j-th subpixel of the i-th share is black and B;; = 0 if
and only if the j-th subpixel of the i-th share is white. The gray level of the stack of k
shared blocks is determined by the Hamming Weight H (V) of the “or” ed m-vector
V of the corresponding k rows in B. This gray level is interpreted by the visual system
of the users as black if H(V) > d and as white if H(V) < d — «a x m for some fixed
threshold d and relative difference «. According to Naor and Shamir [1], a solution to
the (k, n)-VSS consists of two collections Cy (for white) and C; (for black) of n x m
base matrices. The solution is considered valid if the following conditions hold:

1. A block of a stacking result represents the color is white by the HVS when the
“or” V of any k of the n rows satisfies that H (V) is less than or equal tod — o x m
for any matrix By in Cy.

2. A block of a stacking result represents the color is black by the HVS when the
“or” V of any k of the n rows satisfies that H (V') is more than or equal to d for
any matrix Bj in Cy.

3. For any subset {i1, i2, ...ig} of {1,2, ..., n} withg < k, the two collections Dy,
D1 of ¢ x m matrices obtained by restricting each n x m matrix in Cyp, C; to
TOwS i1, iy, ..., iy are indistinguishable in the sense that they contain the same
matrices with the same frequencies.

3.1 Cheating in VSS

There are three types of cheating in VSS which are described below:

1. Cheating a VSS by an MP (CA-1):
As the cheater is an MP, it is possible to use genuine share as a template to
construct a set of fake share which are indistinguishable from its genuine share.
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The stacking of these FS and S; (from which FS generated) reveals the fake
image of perfect blackness. As the cheaters set a cheating image and the goal is to
generate fake transparency and make victim to accept the cheating image, CA-1
is a meaningful cheating.

2. Cheating a VSS by an MO (CA-2):
Malicious Outsider (MO) does not hold any genuine transparency; the MO only
knows the transparency construction technique. As MO is the outsider, he does
not know the right transparency size for the fake transparency. For this, Hu and
Tzeng [7] give one solution, that is, to try all possible transparency sizes. At first,
MO chooses a fake image and encode the fake image into two fake transparencies
FT) and F T, with the optimal (2, 2)-VSS. Then enough pairs of fake transparen-
cies FT1,; and FT,; with various sizes and subpixel distributions are generated,
where 1 < i < r for some value of r. Now the stacking of two fake transparency
FTic, FTb, and T, (Victim’s transparency) shows the fake image for some c,
where 1l <c <r.

3. Cheating an EVSS by an MP:
The VSS in which the shares are meaningful or identifiable to every participant,
is called Extended VSS (EVSS). The qualified participant creates the FS from the
genuine share by interchanging the black pixels by the white pixels which leads to
less contrast of the reconstructed image. The less contrast in reconstructed image
will be hard to see the image.The fake image in the stacking of the fake shares
has enough contrast against the background since the fake image is recovered in
perfect blackness. There are two phases when cheating process happens against
a VSS. The phases are: (1) Fake share construction phase: In this phase the fake
shares are generated. (2) Image reconstruction phase: The genuine share and fake
share are stacked together and then the fake image appears.

4 Data Hiding Using Weight Matrix

A data hiding scheme for binary images using a key matrix (K) and a weight matrix
(W) has been proposed by Tseng et al. [13]. Fan et al. [14] proposed an improved
efficient data hiding scheme for grayscale images. In the following, we describe
Tseng’s data hiding scheme which exploits HVSS. The sender extracts the LSB plane
S from the grayscale image SI as the embedding domain and then S is partitioned
into nonoverlapping blocks S; of size m x n. For simplicity, we assume that the size
of S is amultiple of m x n. A key matrix K of the same size as S; is created with a key
shared by sender and receiver. Next, an m x n integer weight matrix W which will be
shared by sender and receiver is generated. The criterion of choosing W is that each
entry of matrix is randomly assigned a value from the aggregate {1, 2, ...,2" — 1}
and each element of aggregate {1, 2, ...,2" — 1} appears at least once in W, where
r denotes the number of secret bits that will be embedded into each block S;. As
2" — 1 < m x n and there are many choices for W, it can first pick 2" — 1 elements
from W and assign {1,2,...,2" — 1} to them. The remaining m x n — (2" — 1)
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elements can be assigned randomly. Next, it will embed two data bits, say b1 b; into
S;. Calculate SUM((S; @ K) @ W). Where & denotes bitwise EXclusive-OR and
® denotes entry-wise multiplication operator. The function of SUM() represents the
modular summation of all the entries of matrix (S; @ K) ® W. Then, calculate weight
difference: d = (b1, ba,...,b,) — SUM((Si & K) ® W) mod 2". If d is equal to
zero modulo 2" then S; is intact; otherwise, modify S; to Sl.’ to satisfy the following
invariant:

SUM(S, ® W) = byby mod 2" (1)

With this invariant, the receiver can derive b1 by by computing SUM(Sl.’ ® W) mod
2". Here, we have used this method for share authentication by embedding critical
information M in high embedding rate. There exists high-risk security vulnerability
in special case, because an attacker will be able to estimate the form of random
key matrix and weight matrix by using brute-force attack. In order to overcome
the drawbacks of the above scheme, an improved embedding strategy is developed
in this paper by changing the weight matrix sequence using the formula W; 1 =
(W; x 5mod 8) + 1, wherei =0, 1, 2, ..., n number of shares in each level.

5 Proposed Scheme

5.1 Hierarchical Visual Secret Sharing (HVSS)

In this section, we first describe our proposed hierarchical visual secret sharing
scheme using steganography and then describe how cheating cannot be mounted
in this scheme. Encrypt the secret for different levels. In a hierarchical structure, a
user in a security class has access to information items of security classes of lower
levels, but not of upper levels. Hierarchical structures are used in many applications
including military, government, schools and colleges, private corporations, computer
network systems, etc. The block diagram of proposed work is shown in Fig. 1. Here
a secret image (SI) can be distributed into n number of secret shares S;, each of
these are unique subset of original secret. Each shareholder of level-1 keeps a copy
of his share. Now for each share of level-1, a unique secret image have to be choosen
and modified level-1 shares would be generated by OR-ing an original level-1 share
with its corresponding unique secret. At the time of stacking the level-2 shares,
the corresponding unique secret reveals which was chosen by the parent level-1
share. The participant can cheat other. If the cheater is a Malicious Participant (MP),
he uses his genuine share as a template to construct a set of fake shares which
are indistinguishable from its genuine share. The stacking of these fake shares and
the original share reveals the fake image.The Algorithm-1 is for share generation,
Algorithm -2 is for level-1 share modification, and Algorithm-3 for generating fake
shares are shown below:
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Fig. 1 Block diagram of Hierarchical Visual Secret Sharing (HVSS)

Algorithm-1 (Algorithm for share generation in HVSS):

Step 1: Take a secret image (SI[i][j]) and convert it into binary form.

Step 2: Construct a general matrix GM using formula Jl.0 = 0'~110%~ for
1<i<kand J,? = lk_IO, where k is the number of secret share and
i=0,1,2,... k.

Step 3: Choose two matrices Cq (for white pixels) and C; (for black pixels)
obtained by permuting the columns of the corresponding matrix GM in
all possible ways.

Step 4: Take each pixel from binary image SI[i][j] and generate sub pixel of k x k
matrices.

Step5: Fori =1tok

For x = 1 to length(SI[Z][j])
For y = 1 to length(SI[Z][j])
If (SIx][y] = 0),
then select row of matrix Cy (Starting from row 1)
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Else
select row of matrix C; (Starting from row 1)
EndIf
Share S(i) = Split pixel according to matrix value of Cy or C
i=i+1;
End For
End For
End For
Step 6: End

Algorithm-2 (Algorithm for Level-1 share modification):

Step 1: Input original share S;, and choose another secret image SI;.

Step 2: Assume that each pixel of S; has m black and n white subpixels.

Step 3: For each white pixel of the secret image SI;, copy the corresponding
subpixels of the pixel in S; to modified share S.

Step 4: For each black pixel of the secret image SI;, randomly assign m black and
n white subpixels to modified share S such that the pixel in the stacking
of modified share S with original share S; is perfect black.

Step 5: Generate modified share S.

Step 6: End

Algorithm-3 (Algorithm for generating fake share):

Step 1: Input original share S;, and a fake image FI, which has the same size of
secret image SI.

Step 2: Assume that each pixel of S; has x black and y white subpixels.

Step 3: For each white pixel of the fake image FI, copy the corresponding
subpixels of the pixel in S; to fake share FS.

Step 4: For each black pixel of the fake image FI, randomly assign x black and y
white subpixels to fake share FS such that the pixel in the stacking of
fake share FS with original share ; is perfect black.

Step 5: Generate fake share FS.

Step 6: End

5.2 Cheating prevention in hierarchical visual secret
sharing (HVSS)

A Steganographic approach is proposed to prevent cheating by detecting fake share
in HVSS scheme and then revealed secret image from original share. The attacks
are to reveal fake images which cheat honest participants. In this approach, we have
used a key matrix K and a weight matrix W to hide critical information M into
the share on each level of HVSS. The basic ideas are: (i) to use a different binary
operator Exclusive-OR to protect the key matrix K from being compromised, and
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Fig. 2 Block Diagram of generating stego share in HVSS using weight matrix

(ii) to use a weight matrix W to increase the data hiding rate while maintaining high
quality of the host image. The block diagram of the scheme is depicted in Fig.2.
The share generator or Trusted Authority (TA) generates different key matrix to
keep track of the level of each share which is predefined and generates different
weight matrix W; for each share using the formula W;1; = (W; x Smod 8) + 1
and embedded the critical information (M) into each share with different weight
matrix. After generating shares (S;), TA generates an Intermediate matrix (IM) by
EXclusive-ORing between the share and key matrix (K), IM; = S; & K; and
keep a copy of the Intermediate matrix (IM). The modified share (Slf ) is generated
by changing 1 bit modification from S; (using Algorithm-4). TA keeps a table of
Intermediate matrix (IM), its corresponding key matrix (K) and weight matrix (W).
When any share holder wants to know whether a share is original or not, he sends
a request to the TA to check both the shares. Then TA Exclusive-OR the modified
share with all predefined key matrix and check with all intermediate matrix in one bit
tolerant process. In this way TA check the modified share to decide the corresponding
weight matrix. Now using the corresponding weight matrix, the embedding message
from the share is extracted. If TA retrieves the original embedded message from any
share, the share will be accepted; otherwise, it will be rejected (Fig. 3).
Algorithm-4 (Embedding Process):

Step 1: Consider original share S;, a critical message M, a 3 x 3 key matrix K,
and a 3 x 3 Weight matrix W.
Step 2:  Divide each character of message into two (4 bits each) parts and store

into message msg.
Step 3: Copy Sinto T'.
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embedding message

¥

No

Retrieved message
is equal to original
message or not

Accepted
==

Fig. 3 Block diagram of cheating prevention in HVSS using weight matrix

Step 4:

Step 5:
Step 6:

Step 7:
Step 8:
Step 9:
Step 10:
Step 11:

To compute Intermediate matrix (IM), consider a 3 x 3 matrix of
original share (S) that is, S; and EXclusive-OR each pixel value with
corresponding position value of 3 x 3 key matrix. Hence IM; is computed
asIM; = §; & K;.

Keep a copy of IM;.

Multiply each pixel value of IM; with corresponding position value of
3 x 3 weight Matrix W.

Calculate modulo value of SUM(IMi ® W;)(mod2"), where r = 4.
Compute the weightdifference: d = (b1, ba, . .., by)—SUMIM; Q W;).
If d = 0, keep F; intact, otherwise complement dth position of W; in S;.
Choose next 3 x 3 matrix of S and repeat until entire message is embedded.
End
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Algorithm-5 (Extracting Process):

Step 1: Consider Stego share 7', all predefined 3 x 3 key matrix K and all copy of
Intermediate matrix (IM;).

Step 2: Consider 3 x 3 matrix of 7 and EXclusive-OR with all predefined key
matrix (K;) and check with all intermediate matrix (IM;) in one bit tolerant
process and determine weight matrix (W;).

Step 3: Multiply each pixel value of T with corresponding position value of W;.

Step 4: Calculate Sum of each product.

Step 5: Extract message by Sum (mod2”).

Step 6: Concatenate two messages into one and then convert ASCII value of
each character into string.

Step 7: End

Let us consider the following original share S (Ref. Table 1).

TA generates several key matrices K; (i = 1, 2, ..., n) to secure the system. Use
K for share 1, K, for share 2, ... K, for share n. Key Matrices are predefined, like
(Figs.4 and 5)

100 101 110
Ki=|101], K,=]|001|, K3=[100]| andsoon.
110 010 010

Weight matrices are generated by the formula W; 1 = (W; x 5mod 8) + 1,
i =0,1,2,..., n. We use W, for share 1, W, for share 2, ..., W, for share n,
where

123 638 781
Wi=1456|, Wo=|[527]|, W3=1]234| andsoon.
782 413 568
Message Embedding:

Suppose, we want to embed a string of two characters, say ‘is’, where ASCII values
of ‘i’ and ‘s’ are 105 and 115, respectively.

Now, binary representations of 105 and 115 by 8-bit word are 01101001 and
01110011. In 01101001, first 4-bit represents 6in decimal and next 4-bit represents
9. Similarly, in 01110011, first 4-bit represents 7 in decimal and next 4-bit represents

Table 1 Binarization of host image F'
0 1

Ol =|OoO|O|—=|
—|o|l=lo|~
S|lOo|=|=|O
b O | | O e |
—|l—lOo|Oo|—|O
S|l=|=|Oo|—=|O
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Read Host image F, secret message M, 3*3
key matrix and 3*3 weight matrix.

v

Calculate size(F) i.e. strlen. Convert string character into
ASCII value (A). Divide each A value by two parts(4 bits
each) and store into msg. Initialize Y=1

v
__» Copy remaining pixel
? valuesof Finto S
v Yes v

Display the

Select 3*3 matrix of F and copy into S Stego image S

v

Compute IM by Exclusive - ORing each pixel value of

S with corresponding pixel value of key matrix (K). e
Multiply each pixel value of IM with corresponding

pixel values of 3*3 weight matrix(W)

v

|Ca|cu|ate Sum of each product|

v

| Modify Sum by mod(Sum, 16)|
A 2
L?omnute Weiaht difference d=b.. b,. . .b,-Sum |

Complement d™
position of F

Fig. 4 Flow chart of embedding process

3. So message, msg = 6,9, 7, 3. For simplicity, we consider the embed string, say
‘i’. To generate Intermediate matrix IM|, we choose first 3 x 3 matrix of S; and
EXclusive-ORing by key matrix K. That is,

101 100 001
M =F®K =|110|@|101|=]011
001 110 111
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Read Stego image S, secret M, all intermediate matrix and
all predefined key matrix K;. String Length=strlen. Initialize r=1
v
No Convert sequential
> P .
D two messages into one
yes ¢
Convert decimal value
Select 3*3 matrix of Si.e. S; into corresponding
J. character value
Ad
Exclusive-OR each pixel value of S;
with all predefined Key matrix (K;) y
¢ Display the Secret message

Check with all intermediate matrix IM; in one
bit tolerant process and determine

corresponding weight matrix. o

Multiply each pixel value of S; with corresponding
pixel value of 3*3 weight matrix (W;).
]

v

|Ca|cu|ate Sum of each product|

v

|Modify Sum by mod (Sum, 16)|

v

| Store Sum into msq (r) |

r=r+1

Fig. 5 Flow chart of extracting process

Now, (IM; ® W;) should be calculated as

001 123 003
011 ®|456| =056
111 782 782

And so as SUM(IM;| ® Wp) = 31.
Now, d can be calculated as

d= (by,by,...,b,) —SUM(UM; ® W;) mod 2", wherer =4
=6—31mod 16
=17
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So we modify seventh position of S;. Modified Si, that is, S; will be

101

110

101

Similarly, we can choose second 3 x 3 matrix of S; and EXclusive-ORing by key
matrix K. Then we can get IM; as

100 100 000
My=85@&K =|111|¢|101|=]010
000 110 110

Now (IM; ® W;) should be calculated as

000 123 000
010|®|456| =050
110 782 780

Then we calculate SUM(IM; ® W;) = 20.

d = (b1, b, ..., b)) — SUM(IMi ® W;) mod 2"
—9—20mod 16
=5

So, we modify fifth position of S,. Modified $», that is, Sé will be

100
101
000

Message Extraction:
Receiver have to know the corresponding weight matrix W to retrieve the secret
message, but receiver has no information about the weight matrix, which is used
for that particular share. So, one has to Ex-OR all predefined key matrix (K;) with
modified share S{ and compare with all intermediate matrix (IM;) in one bit tolerant.
As soon as one gets proper intermediate matrix, then the corresponding weight matrix
will be determined.

Now, we calculate Ex-OR between predefined key matrix (K;) and modified share
F! as follows:

101 100 001
Si@Ki =|110|®|101|(=]|011
101 110 011
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(10177 [101] [Joo1]
Si®@Kx={110{®|001|=(111
(101 |o10] [111]
(10177 [110] TJo11]
Si®K3=|110|®|100]|=
(101 |o10] [111]

Now, one can check with all intermediate matrix (IM;) in one bit tolerant process
and determine the weight matrix Wj.

101 123 103
SUM(S{®W1)m0d2’=SUM 110 ® 456 mod16= (450
101 782 702

=22mod 16 =6

To extract next message we consider next block S. Ex-OR all predefined key
matrix (K;) with the modified share Slf as follows:

[100] [100] [000]
SOK =[101|e®|101|=[000
(000 [110] [110]
[100] [101] [0O1]
S$5®K,=|101{a|[001|=]100
(000 [010] [010]
[100] [110] [010]
SS®K3=[101||100[{=]|001
[000] [010] |010]

Now, we check with all intermediate matrix (IM;) in one bit tolerant process and
determine the weight matrix Wj.

100 123 100
SUM(S§®W1)m0d2’=SUM 101 | ®|456| mod16= 406
000 782 000

=11 mod 16 =9

Now, one concatenates binary values of two messages 6(=0110 in binary) and 9
(=1001 in binary), which will be 01101001 in binary and equivalent in decimal will
be 105. Hence, receiver can convert 105 into corresponding character ‘i’.
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Lemma 5.1 Maximum possible weight matrix of r bit will be (2" +1)!- 2".

Proof Consider r bit message need to embed, the possible combinations of r bit is
2". As per requirement weight matrix W will be (1, 2, ..., 2"-1). Number of values
within W is 2"+1. The all possible combinations of W will be (2"+1)!- 2". ]

Lemma 5.2 Maximum possible child of any node of HVSS will be (2" +1)!-2".

Proof As per requirement of HVSS, the possible number of weight matrix is (2"+1)!-
2". Every child will carry information using different weight matrix of same parent.
So, maximum number of possible children will be (2"+1)!- 2". O

Lemma 5.3 Maximum possible size of share for each level will be (2" +1)!- 2".

Proof As per lemma 2, maximum number of children will be (2"+1)!- 2". To generate
share one can use Base matrix Bg. Here for (2"+1)!- 2" number of child share one
may have touse is (2" 4+ 1)! — 2" x (2" + 1)! — 2" Base matrix. So possible maximum
size of share will increase (2"+1)!- 2". O

Lemma 5.4 Maximum possible key matrix will be 27"

Proof Key matrix is used to enhance security of HVSS. For r + 1 bit message
embedding, we use key matrix (K) of r x r size. The key matrix have only 1 or 0.
So, maximum possible key matrix will be 2"*".

Lemma 5.5 Number of Intermediate Matrix to be stored at Trusted Authority is
equal to the length of message bit.

Lemma 5.6 Predefined Key matrix (K ) will be chosen depending upon the variation
of bit which may be different H > 2 (H = Hamming Distance).

The main aim of HVSS is secret message sharing through generating and dis-
tributing share which is perfect secure technique. In this scheme, key matrix K and
weight matrix W are necessary to protect share from intruders. This K is predefined
and W is also predefined for each share. This K and W and intermediate matrix I/ M
are stored as a table in Trusted Authority. None can get easily. So we conclude that
our scheme is secure. If one can use size invariant visual cryptography then the main
problem will be the increasing share size at a big rate in each level, can be removed.

6 Experimental Results and Discussion

We consider an original image shown in Fig. 6 and the corresponding four shares
or transparencies are shown in Fig.7 using Algorithm-1. The transparencies are
usually shared by four participants so that each participant is expected to keep one
transparency. The secret image can be retrieved if k shares out of k shares are stacked
together as it is a (k, k)-scheme, which are shown in Fig.7 for k = 4. However, the



Hierarchical Visual Secret Sharing Scheme Using Steganography 379

ABC123

Fig. 6 Original image

Fig. 7 Generation of share S;, Sz, S3, S4

secret image is totally invisible if fewer than k transparencies are stacked is shown
in Figs. 8 and 9. By stacking all the shares, one can get the original image in perfect
black shown in Fig. 10. It is implemented in NetBeans IDE 7.3.1 (Figs. 11, 12, 13,
14, 15, 16).

Consider share from level-1. Suppose S; and another secret image /1. Now gen-
erate the modified share S1; by OR-ing S1 with SIj. Sy is distributed into two shares
S111, S112- By overlapping the two shares, we can get back S1; as shown below.

Cheating in Hierarchical Visual Secret Sharing (HVSS):
A malicious participant (MP) may cheat by creating a FS by taking another fake
image (FI) shown in Fig. 17 and giving it to other participant when asked for the
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S,&S, S,&S;

S;&S, S, &S,

Fig. 8 Stacking of two share S| & Sz, S2» & S3, S3 & S1 and S» & S4, no visual information can
be retrieved

S]’S2v53 52753784

S1,S3,S, S1,S,,S,

Fig. 9 Stacking of any three shares. Visual information cannot be retrieved because it is a (k, k)-
scheme

share. The FS is created with the help of the original share S; using Algorithm-2
shown in Fig. 18. It would be hard to detect it with a normal look that it is a FS| and
not the original one.

Overlapped result of the FS; with the share S7 is shown in Fig. 19 which only
shows fake image. Also overlapping the FS| with all other shares including original
share S1 are shown in Fig.20 which only shows fake image. In Fig.21, we present
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Fig. 10 Result of stacking
all shares

Fig. 11 S,

Fig. 12 I,

Fig. 13 Modified share S;
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Fig. 14 S|,

Fig. 15 S|,

the result of stacking of fake share with any one share excluding S;. When stack FS
with all the shares excluding the S1, one can get both the images in an overlapped
manner which will create confusion, called Partial Cheating. This is known as partial
cheating as it creates a kind of confusion between the participants about the original
image.

It is noted that the critical message M is embedded into the share image in sender
side, and then in the receiver side, the critical message M which was embedded can
be extracted. If two messages are equal then the image is original, it can be accepted;
otherwise, it will be rejected. In this way, cheating can be prevented in our HVSS
scheme using data hiding techniques using matrix embedding method.
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Fig. 16 Result of
overlapping S, S},

Fig. 17 Fake image for VINO A4S
generation of FS

Fig. 18 Generation of Fake
Share using Algorithm-2.
(by Share S)

Fig. 19 Stacking of Fake
Share and S, generate fake
image
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FS;. S, 8, FS1,S8,,8;

FS1.51.84 FS1.51.84

FS1.51.55,55 FS1. S, 83,8,

FS,,S1.5,.84

Fig.20 Overlapping the Fake Share with all other shares Including original share (S7) which shown
fake image

Distortion is measured by means of two parameters namely, Mean Square Error
(MSE) and Peak Signal-to-Noise Ratio (PSNR). The MSE is calculated using (2),

1 M N
MSE = —— D DIXG ) =Y. ] 2

i=1 j=I
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FS+S, FS+S;

FS (+S4

Fig.21 Overlapping the fake share with all other shares excluding original share (S;) which shown
overlapped image for partial cheating. (Here we using only two share, so no information can be
retrieved)

where M and N denote the total number of pixels in the horizontal and the vertical
dimensions of the image. X (i, j) represents the pixels in the original image and
Y (i, j) represents the pixels of the Stego image (Fig.22).

FS 1+ ,4S 5 FS +S ,4S,

FSI+Sz+S3+S4

Fig. 22 Overlapping the Fake Share with all other shares excluding original share (S;) which
shown overlapped image for partial cheating
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The PSNR is calculated using the Eq. 3,

I 2
PSNR = 101og;, ( 1’\"4‘:]; ) dB, 3)

where Iy is the intensity value of each pixel. The analysis in terms of PSNR
of original share and Stego share has given promising result. The PSNR of Stego
shares with respect to number of bits in secret message are shown in Table2 and
corresponding graph shown in Fig.23. It is found that when the number of bits in
secret message is increasing, the PSNR of Stego share is decreasing. The PSNR
varies from 88.7722 to 69.1343 when the number of bits in secret message varies
from 1 to 100 for share size of 93 x 239 pixel and the PSNR varies from 94.1617
to 74.4769 when the number of bits in secret message varies from 1 to 100 for share
size of 135 x 198 pixel.

To test the security in our proposed method, we have calculated relative entropy
(the differences) between the probability distributions of the original share and the
Stego share has been calculated by (4). Let p,, and g, be probability measures for
original share, Mo and Stego share, Ns, respectively. The relative entropy distance
D(Ns||Mo) (also known as Kullback—Leibler distance) is defined as follows:

D(Ns||Mo) = an(x)log )) )

When relative entropy between two probability distribution functions is zero then
the system is perfectly secure. D(Ns||M o) is a nonnegative continuous function and

Table 2 PSNR versus embedded message

Share size Message length PSNR
S1 (93 x 239) 1 88.7722
5 81.7825
10 78.9950
20 76.2195
50 72.2886
80 71.9850
100 69.1343
S> (135 x 198) 1 94.1617
5 88.1411
10 84.8675
20 81.6090
50 77.6296
80 75.7091
100 74.4769
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Fig. 23 Comparison graph 120

of number of character

versus PSNR 100 - T
]

80

60 I m No of character

40 o PSNR

20

equals to zero if and only if p,, and g, coincide. Thus D(Ns||Mo) can be naturally
viewed as a distance between the measures p,, and ¢,.

Relative entropy of the probability distribution of the original share and the Stego
share varies depending upon number of character of secret message. In our exper-
iment, it is shown that when the number of characters in the secret message is
increasing, the relative entropy in Stego share is also increasing which is shown in
Table 3 and the corresponding graph is shown in Fig. 24.

Tables 4 and 5 show the comparison of our proposed scheme for binary share with
Guo et al.’s scheme [13] and Pakniat et al.’s scheme [14] in term of average PSNR
values.

From Table4, it is concluded that our proposed scheme has higher PSNR values
than previous schemes. Here we have used share as binary image, as a cover image,
but Pakniat et al.’s scheme uses grayscale image. The comparison of Pakniat et al.’s
scheme with our proposed scheme with respect to level-1, level-2, and level-3 shares
has been shown in Table 5 and it is clear that our scheme is superior in terms of PSNR
compared to existing techniques.

Table 3 Relative entropy between the probability distribution of the original share and the Stego
share

No. of character | Entropy of Entropy of stego | Entropy
original share share difference

S1 (93 x 239) 1 7.4719 7.4719 0.0000

7.4719 7.4722 0.0003

74719 7.4724 0.0005

10 7.4719 7.4728 0.0009

15 7.4719 7.4730 0.0011

25 74719 7.4735 0.0016

50 7.4719 7.4746 0.0027

80 7.4719 7.4746 0.0027

100 74719 7.4747 0.0028




388 B. Jana et al.

120
100
100
80
80
60 50 m No of character
m Entropy difference(x10-4)
40
25 7 7 8
20 100 131 °
1 23 55
0 _0 N Il .
1 2 3 4 5 6 7 8 9

Fig. 24 Comparison graph between number of character and Entropy difference (in 10~4)

7 Conclusion

In this paper, we have proposed a new protocol for hierarchical visual secret sharing
using Steganography. We have shown that cheating cannot be mounted in our scheme.
We have shown that in our scheme, PSNR varies from 88.7722 to 69.1343 when the
number of characters varies from 1 to 100 of share size is 93 x 239 pixel. Relative
entropy of the probability distribution of the original share and the Stego share
varies depending upon number of character of secret message. In our experiment,
it is shown that when the number of characters in the secret message is increasing
then the relative entropy in Stego share is also increasing. No verification share is
required to prevent the cheating in our scheme. The relative entropy of the probability
distribution of the original share and Stego share is minimum which implies that our
system is assumed to be more secure. In comparison with Pakniat et al.’s scheme
with our proposed scheme in terms of PSNR, our scheme gives 78.95. The size of
the share will increase proportionally with the level number in HVSS. So, one can
develop size invariant HVSS. Further, we have compared our scheme with existing
hierarchical secret sharing schemes and it showed that our scheme is better than the
existing schemes.

Table 4 Comparisons of average PSNR between the proposed scheme for level-1 share and Guo
et al.’s scheme and Pakniat et al.’s scheme for grayscale image

Scheme Average PSNR
Guo et al.’s scheme (grayscale image) 38.19

Pakniat et al.’s scheme (grayscale image) 51.23
Proposed scheme (binary share) 78.953
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Table 5 Comparisons of average PSNR in level-1, level-2, and level-3 between the proposed
scheme for binary share and Pakniat et al.’s scheme for grayscale image

Scheme PSNR in level-1 | PSNR inlevel-2 |PSNR in
level-3
Pakniat et al.’s scheme (grayscale image) | 51.23 51.23 51.23
Proposed scheme(binary share) 78.95 81.94 88.96
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